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ACI Training Course

Code (TIS2) ISO 27001:2005 Information Security Effective Applications
(9:30am - 5:00 pm) 1 day

Overview

Company has been investing many resources on IT infrastructure, application and communications to protect leakage
of information. Handling numerous data and information daily is now a business trend. Thus, any downtime will create
great impact to daily operations and any information leakage to the public will ruin the Company’s reputation and
confidence. Thus, the best practice and standard for managing information security are established aiming at
providing guidelines on deployment of information security management system and protecting the information
security and related asset and infrastructure.

Objectives

In this course, delegates can learn the requirements and framework of information security management system. The
best practices on risk management, asset management, and human resource security, incident and problem
management will be elaborated as well. In additional, hands-on workshop will be arranged to allow the participants to
practice the information security.

Course contents:

~ Background of information security

~ Principles and concepts of Information Security Management System

~ Introduction of ISO/IEC 27001:2005 requirements, Documentation requirements, Management
Responsibility, introduction of risk assessment and management methodology, Internal Information security
management system audit, Management Review, Continual improvement of information security
management system

~ Interpretation of ISO/IEC 27002:2005 Codes of Practices requirements , Security policy, Organization and
information security, Asset management , Human resource security , Physical and environmental security,
Communications and operations management , Access control, Information systems acquisition,
development and maintenance, information security incident management, Business continuity management,
Compliance

~ Implementation of information security management system

~ Key challenges

~ Certification process

Expected Target Audience:

This course aims at those IT Practitioners, Auditors and Business Managers who are required to establish and
enhance existing information security levels.

Methodology
~ Presentation and experience sharing

Certificate
~ Certificate of Successful Completion will be issued to delegates who have attended full course.

Venue
~ ACI Training Venue
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